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The purpose of this document is to show step by step how to enable a new (red) RSA token to replace
the current (and expiring) BI&A token.

1. Once you have your token in hand, go to the following link:
https://rsa-webtier-1.bia-boeing.com/console-
selfservice/EnableToken.do?action=nvEnableToken

2. Enter the requested information:

a. User ID (firstname.lastname)

b. Enablement Code? = this code will be found in the email received when your request
was approved. Search ‘enablement code’ in your inbox and you should be able to find
the email with the relevant information

c. Token Serial Number = found on the back of your token, begins with 4199

[R'S /\SELF-SERVICE CONSOLE

% Enable Your Token

* Required Field
Enable your token

You must enable your new token before you can use it to log on.

User ID: * |a.tesﬂ @

Enablement Code: * |hdLg35x1. ‘

Token Serial Number: * |4199***** ".-‘a'hers do I find my serial number?
Cancel

Hit ‘Ok’. Once done correctly, you will get a message that you have successfully enabled your
token and is ready to use.

(keep scrolling down)

1 The enablement code seen in the screenshot will not be the one you use. Each approved request has its own,
unique enablement code that is found in the email sent when request was approved. Email sender was
biarsa@bia-boeing.com


https://rsa-webtier-1.bia-boeing.com/console-selfservice/EnableToken.do?action=nvEnableToken
https://rsa-webtier-1.bia-boeing.com/console-selfservice/EnableToken.do?action=nvEnableToken

3. The new (red) token needs a PIN created and can be done so from the Dashboard of the RSA
self-service. If not logged in, go through steps 5-7. Once logged in, you will see a note that a PIN
needs to be created for your RSA SecurlD token. Select ‘Create PIN’ under the new token:

RS /\SELF-SERVICE CONSOLE

B My Account

This page allows you to view your user profile and manage your authenticators. Certain edits to your account require adminis
You can also use this page to request authenticators and user group membership, and view your request history.

/1), Notes
=2

The PIN for your RSA SecurlD Token token needs to be created. To create a PIN, click create PIN in the My Authenti

My Authenticators

Tokens - request a new token|view SecurlD token demo

RSA SecurID Token View details, test, troubleshoot

Token Serial Number: 000419903155

PIN: none Create PIN

Expires an: May 30, 2025 8:00:00 PM EDT
request replacement

RSA SecurlD Token View details, test, troubleshoot

Token Serial Number: 000419502029
. created on Nov 18, 2020 12:58:39 PM EST |
PIN: "
Change PIN
Expires On: May 30, 2025 8:00:00 PM EDT

request replacement

On-Demand Authentication

The next screen will have two fields for PIN creation. The PIN is 4-8 characters long

(alphanumeric). Since this is a new token, you can set the PIN to the one you currently use on
the expiring (blue) token.

RS /\SELF-SERVICE CONSOLE

= Create PIN

* Required Field
Create PIN
Enter and confirm your new PIN. Remember this PIN. It is required during each logon
Create New PIN: * [eennee ®

Your PIN must be between 4 and 8 characters long

Confirm New PIN: * sennee ®

Hit ‘Save’. If PIN meets requirements, you will see a message the you have successfully changed

your SecurlD PIN. Now, when signing into office.com (to access OWA, OneDrive, SharePoint, or
Other 0365 services), you will use the new, red token to login.

Once the new token is enabled, you may throw away in your home trash can, or at work, your
old token.



5. Using Chrome or Firefox, go to the RSA self-service console:
https://rsa-webtier-1.bia-boeing.com/ssc

< C @ rsa-webtier-1.bia-boeing.com/console-selfservice/SelfService.do
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[R'S /\SELF-SERVICE CONSOLE

f’ Home

Welcome to the RSA Self-Service Console where you can perform token maintenance and troubleshooting tasks.

Log On

Log on with your corporate credentials to request new tokens and manage existing tokens.

Forgat your user ID? Contact your administrator.

NessusVms @8 Password Expiratio @ Lexmark CX725-4th

Support

Troubleshoot SecurlD token

Do you need ta enable a new token?

Enable vour token

@ Lexmark CX725-3d..

<

For User ID, enter BIA username: firstname.lastname (i.e. email address without ‘@bia-

boeing.com’) and hit ‘OK’.

6. Inthe drop-down, select ‘Password’ and hit ‘Log On’.

RS /\ SECURE LOGON

L} Log On

‘You may choose how you want to authenticate yourself, Select your preferred authentication methed and log on.

User ID: arturo.martinez

Authentication Method:
el o

7. Enter password? on next screen and hit ‘Log On’.

2 This will be your windows password, same one used to log onto BIA machines/BIA email.


https://rsa-webtier-1.bia-boeing.com/ssc

